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Secure Software Development Policy

Adnet d.o.o.

Adnet designs, develops, and operates software that supports critical infrastructure operators’ business
processes. Given the role that this software plays, Adnet recognizes the importance of developing software in
a secure manner. Adnet commits to establishing, maintaining, and continuously improving a secure software
development framework.

As part of this commitment, Adnet follows relevant best-practice guidelines and principles based on the
premise that security should be embedded in the way software is designed, developed, tested, and used
throughout its projects.

This page provides a brief public overview of our approach. Detailed technical standards and procedures are
maintained internally and are not publicly disclosed for security reasons.

Our approach

Our secure software development practices include, among others:

* Security requirements defined and reviewed from the planning stage of every project

» Secure coding standards and mandatory code review before changes are released

* Automated and manual security testing throughout development, including vulnerability scanning

* Controlled, access-restricted build and release pipelines with traceability

» Ongoing monitoring and management of vulnerabilities in our own code and third-party components
e Separation of development, test and production environments, with restricted production access

* Regular security awareness and secure-development training for our engineering teams

¢ Documented incident response and vulnerability remediation procedures

Alignment with recognised standards

Our internal secure development policy and controls are aligned with the principles of ISO/IEC 27001:2022,
the international standard#or information security management.
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